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1. INTRODUCTION 

1.1 Background 
The purpose of this study is to assess the feasibility of using IP to support the next 
generation of collaborative ATS applications, in the 2020+ timeframe. In order to achieve 
this goal, the study must identify appropriate mobility and security frameworks. 

1.2 Scope 
This report is the fourth project deliverable and provides the main conclusions of the 
project. It provides a Concept of Operations for the Future Communications 
Infrastructure, a transition plan from the current OSI ATN and a number of “Use Cases”. 

1.3 Purpose of Document 
This report provides the principal recommendation of the study as regards the Mobility 
Management and Security Architecture for the FCI. As such, it is intended to be widely 
read and commented on and to provide the basis for the next phase of work. 

1.4 References 
1. Deliverable D3/D4: Mobility and Security in the FCS, Eurocontrol. 

2. ICAO Doc. 9705 ATN Technical Manual. 

3. ICAO IP Study Report: ACP/WG N/SG N1 WP1018 Analysis of Candidate ATN 
IPS Mobility Solutions.  

4. DNS Security Introduction and Requirements, R Arends et al, RFC4033, March 
2005, ftp://ftp.rfc-editor.org/in-notes/rfc4033.txt. 

5. Cryptographic Algorithm Implementation Requirements for Encapsulating 
Security Payload (ESP) and Authentication Header (AH), D Eastlake 3rd, 
RFC4305, December 2005, ftp://ftp.rfc-editor.org/in-notes/rfc4305.txt. 

6. Cryptographic Algorithms for Use in the Internet Key Exchange Version 2 
(IKEv2), J Schiller, RFC4307, December 2005,  
ftp://ftp.rfc-editor.org/in-notes/rfc4307.txt. 

 

ftp://ftp.rfc-editor.org/in-notes/rfc4033.txt
ftp://ftp.rfc-editor.org/in-notes/rfc4305.txt
ftp://ftp.rfc-editor.org/in-notes/rfc4307.txt
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2. MANAGEMENT SUMMARY 

2.1 Historical Context 
When the ICAO ATN was first specified, the technical debate centred around whether it 
should be architectured as an X.25/X.75 network or as an internet. The arguments for an 
internet won over the technical committee and the next decision was which protocol suite 
to adopt for the ATN Internet. 

This was a political rather than a technical decision. The semi-public internet that existed 
in 1991 was based on the ten year old TCP/IP protocol suite which, itself, had been 
developed for a limited size research network. A new version of these protocols had 
recently been standardized by ISO (TP4/CLNP) which had been designed with the intent 
of serving a global internet. In particular, CLNP allowed for a much larger address space 
than the original IP protocol (IPv4). The ISO OSI protocols as they were known had 
considerable “strategic” support by Governments and the industry. This included the 
IETF where the TUBA group was active in developing the necessary standards for a 
transition from the public internet to CLNP. The ATN Internet thus adopted what was 
expected to become the industry standard: CLNP. 

However, the industry did not adopt CLNP in spite of all the strategic support it had. The 
TCP/IP protocols were available effectively free of charge in publicly available and robust 
software, and a new industry of Internet Service Providers grew up using this software to 
leverage its growth. Almost simultaneously, the concept of the World Wide Web was 
introduced and again supported by publicly available software tied to TCP/IP. CLNP was 
also seen as controversial in some quarters as it introduced a new concept of variable 
length addresses and an alternative to CLNP was also proposed that was intended to be 
more like the existing way of working with fixed, albeit larger addresses. This alternative 
later became known as IPv6. 

This combination of a low entry cost, confusion as to the technical direction of the 
internet, and a very accessible means of using the public internet led to rapid growth and 
effective industry standardization on TCP/IP using the original IPv4 protocol. 

Nevertheless, the original reason as to why CLNP was developed in the first place – the 
small address space of IPv4 leading to considerable issues over its suitability as the 
basis for a global internet – has not gone away. There is still considerable pressure to 
replace IPv4 with an alternative, and IPv6 is currently the preferred replacement. IPv6 
now occupies a similar position, in terms of strategic direction, to CLNP. On the other 
hand, the internet community has shown considerable ingenuity as regards making the 
small address space of IPv4 go a very long way, and, for the last fifteen years, the 
pressure to replace it thus never seems enough to bring out a mass migration from IPv4 
to IPv6. 

For civil aviation, this uncertainty in the industry has created a long-running problem. The 
ICAO ATN was always intended to be based on industry standards, but the industry 
never went in the direction that ICAO expected. The problem has been that it was never 
easy to see a simple route to adoption of the industry standard, especially as there has 
never been a time when it has been clear whether IPv4 will continue in use for the 
foreseeable future or whether it will be replaced by IPv6. 

The ICAO ATNP first reviewed the situation in 1995, and the key issue was seen as 
mobility management. Aircraft need to be able to move between different Air/Ground 
Networks without disruption to communications and a solution had been developed for 
the ATN that used standard routing protocols to support this – but which was dependent 
on the large address space that CLNP provided. 
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The ATNP did not believe that this solution could readily be re-specified for IPv4 and an 
alternative approach, known as Mobile IP, was too immature and had single point-of-
failure and security issues associated with it. The decision was therefore made to 
continue with the original specification, and to wait for a clear direction from the market 
on the future success of IPv6 – which did offer a potential replacement for CLNP. 

There has been no real significant change during the last eleven years in terms of IPv4 
replacement. There has been considerable technical work in terms of improving IPv6 and 
developing a robust Mobile IPv6. However, IPv6 is still a future rather than a present 
standard. The underlying problem is that the benefits of IPv6 are community-wide rather 
than for the individual user and there are no compelling reasons for an individual or an 
organization to lead a change to IPv6. Whenever an address space issue arises, there 
always seems to be a clever solution to the problem.  

ICAO has recently conducted a further review of the situation [3] and even though the 
report found Mobile IP (IPv6) to be much more attractive than it was eleven years ago, 
the standards are still under development and the recommended strategy (in the ICAO 
report) is still to watch and wait for stability and industry acceptance. 

2.2 This Study 
This study was commissioned by Eurocontrol to look at the Future Communications 
Infrastructure in the 2020+ timeframe. As such, it has a different brief from the ICAO 
study and is more concerned with predicting the future infrastructure rather than making 
a decision for today. The study is also wider ranging, looking at security issues and 
application architecture. The inclusion of security in the review has turned out to be of 
fundamental importance to the outcome of the study and has led to a different conclusion 
from that of the ICAO report. 

The security analyses performed during this study showed that there was a clear 
requirement for end-to-end communications security, providing support for Authentication 
and prevention of relay and modification of data. In addition, AOC Users need end-to-end 
confidentiality services. In the Future Communications Infrastructure (FCI), these 
requirements were seen as best met using the industry standard IPsec framework 
providing secure tunnels between the aircraft and the ATSU and Airline Operations 
Centre. There would thus need to be procedures in place to establish such tunnels and 
to move or replace the tunnels when an aircraft moved between Air/Ground Networks. 

However, it was also observed that IPsec tunnels are part of the routing infrastructure. 
The selection criteria which determine which packets are selected for routing over a 
tunnel are very similar to routing decisions. Tunnels can even be a means of linking 
intranets that are separate from the internet through which the tunnel passes – even to 
the extent of allowing the use of different versions of IP and different IP Address Spaces. 

When using IPsec tunnels, it is possible for an aircraft to be dynamically assigned a 
temporary IP address on an Air/Ground Network, whilst having permanent IP Addresses 
on an internal network. With a tunnel linking the aircraft to an ATSU, all communication is 
between the aircraft permanent addresses and the ATSU. The dynamic IP Address does 
no more than identify the airborne end-point of the tunnel. Should the airborne tunnel 
end-point need to be moved to a new Air/Ground Network, the problem resolves down to 
changing the dynamic IP Address used for the tunnel end-point. There is otherwise no 
impact on air/ground communications. 

It is thus possible for IPsec tunnels to be used to maintain seamless air/ground 
communications when aircraft move between Air/Ground Networks. As tunnel selection 
criteria can use complex IP Packet filters, it is also possible to have multiple tunnels 
between an aircraft and an ATSU over different Air/Ground Networks providing 
opportunities for improved resilience, load sharing and policy-based routing. 
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IPsec tunnels are not a complete mobility solution as they depend on the mobile system 
initiating the tunnel. A fixed system cannot, in general, initiate a tunnel to a mobile 
because it will not necessarily know where it is (i.e. the mobile’s currently assigned 
dynamic IP Address). However, as long as this constraint is not an issue, there appears 
to be no requirement for additional mobility management. 

Analysis of Air/Ground Communications suggests that there is no requirement for ground 
initiation of communication with aircraft. Indeed, the Concept of Operations enforces air-
initiated communications. This is because an aircraft must login to Air Traffic Control and 
declare its Flight Identity before ATC Services can be provided. In the AOC environment, 
traditionally aircraft send ACARS communication advisories before an Airline Operations 
Centre contacts the aircraft. There is no reason to assume that this same model of 
communications will not persist into the future. 

The main conclusion of this study is therefore that the use of IPsec tunnels is necessary 
for communication in the 2020+ timeframe and that the use of IPsec tunnels provides a 
sufficient solution to mobility management. There is no requirement for the additional 
mobility management functionality provided by, for example, Mobile IP. 

In addition, the use of IPsec tunnels is independent of whether or not IPv4 or IPv6 is 
used. The approach works with both internet protocols. There is thus no dependency on 
industry selection of IPv6. The civil aviation industry is able to follow the industry 
standard, whether that be IPv4 or IPv6. Furthermore, an IPsec based solution allows for 
use of multiple concurrent Air/Ground Networks thus meeting a known ICAO 
requirement, whilst Mobile IP and 3GPP do not support this capability at present. 

Use of IPsec tunnels is believed to be sufficient for mobility management in civil aviation. 
However, IPsec is compatible with other mobility solutions, such as Mobile IP or the 
3GPP standards used in GPRS/3G, WiFi and SwiftBroadband Satcom. Thus, if future 
requirements are found that demand that an aircraft is contactable before it has 
contacted ATC to identify its flight, then the infrastructure may be extended to support 
such requirements. On the other hand, the additional complexity of Mobile IP, especially 
when considering the need for prevention of Denial of Service attacks, may otherwise be 
avoided. The 3GPP standards are implemented within a network and the issue here is 
that there is no requirement on a service provider to implement the 3GPP standards. 

The IPsec standards are relatively recent. They were first published in 1998 and have 
evolved rapidly since then. IPsec is now used for many corporate VPN solutions, and 
especially for the support of “Road Warriors”. A second version of the IPsec standards 
was published in 2004 and is now coming into use. This second version tidies up many 
issues in the protocol that resulted from its rapid evolution and from lessons learnt during 
their implementation. The second version of IPsec is the correct basis for Air/Ground 
communications. 

2.3 This Report 
This report aims to provide an introduction to the air/ground communications 
infrastructure in the 2020+ timeframe, and to validate the conclusions of the study by 
describing the Concept of Operations and asserting that Mobility Management using 
IPsec is sufficient to meet the requirements of ATS and AOC Communications. 

Extensive use is made of industry standards including those for IPsec and the Secure 
Domain Name Service (DNS). The techniques used for tunnel creation, maintenance, 
deletion, and movement are all described in industry standards and are found in existing 
products. The sole exception to this is optimized tunnel movement (MOBIKE) which is 
described in a standard published in June 2006 and which therefore cannot yet be 
considered to be COTS. 
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The management of tunnel creation, maintenance, deletion and movement is rule based 
and requires a management function that is a new specification. In this Concept of 
Operations, this management function is combined with the existing Context 
Management functionality. Context Management is necessary to tell an ATSU about the 
Flight ID assigned to an aircraft and its application support profile. This function is unique 
to civil aviation. 

The Communications Management function is responsible for the initial establishment of 
a communications path by an aircraft (Data Link Initiation) and for Transfer of 
Communications from one ATSU to another. It may also be used to contact a non-
controlling ATSU e.g. for the purpose of obtaining a Downstream Clearance. 

This approach results in the capability to support secure IP communications between Air 
and Ground with the ability to move between Air/Ground Networks and to make 
simultaneous use of more than one Air/Ground Network. Both UDP and TCP based 
applications may be supported with full access to DNS services. This report thus avoids 
any detailed consideration of the applications as any application may be supported within 
the constraint that it may only be used after the communications path has been 
established by the aircraft. An earlier deliverable of this study [1] has already considered 
likely approaches to application design in the 2020+ timeframe. 

Given that the IPsec-based Mobility Management strategy is independent of the choice 
between IPv4 and IPv6, it is possible that IPv4 will be selected for initial implementation 
and a move to IPv6 considered later in response to change in the wider industry. This 
report therefore considers transition issues from IPv4 to IPv6. 

Even more likely is the need to manage transition from the current OSI ATN to a 
replacement IP ATN. This is unlikely to take place until after the full deployment of 
LINK2000+ and hence this will be a considerable issue. This report has therefore 
considered possible transition approaches from the OSI ATN to an IP ATN. 

Finally, this report has considered a number of “Use Cases” looking at how an IP ATN 
will work in practice. 

2.4 Future Work 
Although the proposed solution using IPsec tunnels appears to be very attractive, it is 
predicated on a relatively new version of IPsec including an important optimization that 
has only just been specified. The preceding version of IPsec has known interoperability 
and configurability issues and there will be a need to validate that these issues have 
been fixed in the new version and that it is stable and robust. IPsec is also a powerful but 
open framework and an IPsec profile will need to be developed for Air/Ground 
Communications that is both compatible with COTS implementations and which meets 
the requirements for ATS and AOC communications. A Public Key Infrastructure will also 
need to be fully specified. 

A laboratory-based validation is the obvious next phase of work. This must demonstrate 
interoperability using IPsec, and stability of communications both under normal and 
unusual circumstances. It should also aim to identify any configuration issues and issues 
that could lead to interoperability problems. 

The purpose of security is to prevent communication unless it is clearly authorized, while 
the operational need is to maintain communication even under exceptional conditions. 
These can be competing objectives, and to avoid problems, all configuration and 
interoperability issues must be identified and resolved. 

Later on, Flight Trials will be needed in order to validate the Concept of Operations under 
flight conditions. There may also be a need to simulate large scale operations. 
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3. THE FUTURE COMMUNICATIONS INFRASTRUCTURE 

3.1 Overview 
Mobile IP Communications are already commonplace. Anyone with a WiFi or GPRS 
enabled Laptop computer already has mobile IP communication and hence, in principle, 
it should not be difficult to have Air/Ground IP communications to aircraft in support of 
operational communications. 

However, what characterizes the Laptop is that it operates as a “client” accessing 
services over the network. It must log in before accessing the services. This is an 
important part of its concept of operations, and enables a significant simplification of its 
strategies for mobility management. 

If a mobile system needs to act as a “Server” and has to be available on a well-known IP 
Address so that any “Client” can access its services, then the problem becomes much 
more complex. This is because the IP Address assigned to a host computer is always 
relative to the network it is attached to. A mobile system will always be given an IP 
Address relative to the communication network it attaches to, regardless of whether this 
is a fixed or mobile communications network. As this IP Address must change whenever 
the mobile system moves from one network to another, it can never fulfil the role of the 
“well-known IP Address”. 

In order to cope with this situation, the additional complexity of Mobile IP must be 
implemented, or a network provider mobility management solution deployed, such as that 
already implemented for the 3G and GPRS Telecommunication services. These allow a 
well-known “Home” IP Address to be mapped to whatever (Care of) Address, the mobile 
system has currently been allocated. Each such mobility management solution 
introduces additional complexity and security issues, and the risk that the “Home” 
becomes a “Single Point of Failure” affecting many aircraft using the same “Home” Agent 
Provider. 

Analysis of the way in which an aircraft uses Air/Ground Communications has shown that 
it does not need to as act as a “Server”. It acts as a client and hence the complexity of a 
mobility management solution can be avoided. Furthermore, the security requirement for 
protection of end-to-end communication requires that IPsec tunnels are constructed 
between the aircraft and its Airline Operations Centre (for AOC) and between the aircraft 
and each ATSU it is currently in communication with (for ATS).  

The IPsec tunnels are created when the aircraft “logs into” its Airline Operations Centre 
or to an ATSU. All communication takes place via these tunnels. When the aircraft 
moves from one Air/Ground communication network to another, for whatever reason, 
seamless end-to-end communication is maintained simply by moving the airborne end-
point of each tunnel. There is thus no requirement for a complex mobility management 
solution and this is enshrined in the following Concept of Operations. Mobility is managed 
through “Tunnel Movement”. 

This strategy is independent of whether IPv4 or IPv6 is used as the internetworking 
protocol and this independence is a further advantage. 

The current industry standard is IPv4 and while there is no shortage of strategic 
statements in favour of IPv6, the reality is that at the time of writing, IPv6 is no more the 
industry standard than CLNP was when the ATN was first specified. There is no clear 
industry transition plan from IPv4 to IPv6. 

The objective is to use COTS for the FCI and hence, in order to ensure that a COTS 
solution will be used, this report takes the following approach: 
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1. The FCI architecture will initially be based on IPv4 and, in particular, the IP 
address space constraints of IPv4 will be assumed.  

2. At some point prior to actual deployment of the FCI, the aeronautical industry will 
review the situation and make a final decision on whether the FCI should be IPv4 
or IPv6 based. It should be noted that an architecture limited by the constraints 
of IPv4 should readily translate to IPv6, while the reverse is not necessarily true. 

3. If IPv4 is selected for deployment, the door should still be left open for a later 
transition to IPv6. The necessary “transition hooks” must be part of the FCI 
architecture. 

It should be noted that IPv6 offers no advantage over IPv4 for Air/Ground 
Communications. Indeed, the larger headers are a potential disadvantage as they may 
have a negative performance impact. The only reason to choose IPv6 will be because it 
is the industry standard and that is the only clear justification. 

Irrespective of whether IPv4 or IPv6 is chosen, the future IP ATN is expected to be a 
closed private internet supporting Air/Ground and Ground/Ground aeronautical 
communications. When the FCI is deployed, Data Link is expected to be the primary 
means of communication. In consequence, Denial of Service attacks will be a serious 
threat. While end-to-end communications are protected by IPsec, the ATN will need to 
offer strong protection against Denial of Service and for this reason, the ATN will be a 
private internet with no interconnection to public internet services. 

3.2 Concept of Operations 

3.2.1 Air Traffic Service (ATS) Communications 

3.2.1.1 General Requirements 
For ATS purposes, communication does not take place between an aircraft and an ATSU 
per se, but between a Flight and an ATSU, where a Flight is identified by its Flight ID or 
Callsign. This distinction is important, because while the Aircraft is the physical entity and 
could be assigned a Fixed IP Address, the Flight is a more abstract concept. A Flight is 
described by a Flight Plan and, for a scheduled flight may take place at the same time 
each day. Each day’s Flight is a separate instantiation of the Flight and a different 
physical aircraft may be used for each such instantiation. 

In communications terms, there is a need to bind the Flight ID to a physical Aircraft 
Identifier prior to any communication taking place. This is a co-ordinated function 
involving both the submission and distribution of a Flight Plan to all relevant ATSUs and 
a notification message from the aircraft to confirm activation of the flight plan and the 
aircraft that is the “Flight”. 

This requirement has already been identified by ICAO, where there is a requirement for a 
Data Link Initiation Capability (DLIC). Following Data Link Logon, the following 
communications may take place: 

1. The exchange of messages between an aircraft and the controlling ATSU for Air 
Traffic Control purposes. 

2. The exchange of messages between an aircraft and a non-controlling ATSU 
either as part of the transfer of control from the controlling ATSU or for the 
purposes of obtaining a Downstream Clearance. 

3. A request for information from a non-controlling ATSU by an aircraft (e.g. D-
ATIS). 
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4. The transfer of surveillance information (ADS) from the aircraft to an ATSU 
(controlling or non-controlling). 

5. The multicast or broadcast of a message from an ATSU to all or a group of 
aircraft in a given airspace (e.g. for FIS-B or AMC). 

3.2.1.2 Security 
ATS Communications require end-to-end protection from Masquerade, Modification and 
Replay attacks. As discussed in [1], IPsec will be used to provide protection from these 
threats. This will be achieved by dynamically establishing and maintaining an IPsec 
tunnel between the aircraft and each ATSU it communicates with. 

Formally, the tunnels are between a subnetwork on the aircraft and an ATSU-located 
subnetwork. Either or both of these subnetworks may be virtual. An example of the IPsec 
tunnel in use is illustrated in Figure 3-1. 

Internet

Comms
G/W

Comms
G/W

Subnet to Subnet
Tunnel

192.168.3.0/24

10.0.0.0/24

80.10.32.250

80. 0.20.120

 

Figure 3-1 Aircraft Subnet to ATSU Subnet Tunnel 

3.2.1.3 Air/Ground Communication Network Access 
Each Air/Ground Communication Network used by aircraft must provide a mechanism to 
allocate an IP Address to the aircraft as part of a network registration process. Typically, 
this will be a dynamically-allocated IP Address leased to the aircraft for a given period. 
While statically-allocated addresses cannot be ruled out, these will be inefficient in terms 
of IP Address utilization efficiency and may cause problems if two more aircraft believe 
that they should have the same IP Address.  

For example, confusion may occur when a static IP Addressing scheme allocates an IP 
Address comprising a Network Identifier followed by the aircraft’s ICAO 24-bit Aircraft 
Address, and when two aircraft have been mis-configured with the same ICAO 24-bit 
Aircraft Address. 

For an industry standard network such as WiFi (which may be used when the aircraft is 
stationary at the gate), the network registration process is performed using DHCP, which 
allocates the aircraft an IP Address and notifies the aircraft of the IP Address of the 
default router and the IP Address of the nearest DNS Server. 
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Specialized Air/Ground communication networks may use other mechanisms but, in each 
case, the network registration process must result in the aircraft being allocated an IP 
Address, and being told the IP Address of the default router and the IP Address of the 
nearest DNS Server 

3.2.1.4 Data Link Initiation 
The Data Link Initiation process is separate from the network registration process for an 
Air/Ground Network and may occur some time later after login/registration, if at all. Data 
Link Initiation is typically pilot initiated and occurs after the pilot has been notified that a 
suitable data link is available. The process is illustrated in Figure 3-2, where a login to 
EDYY (UAC Maastricht) is assumed. 

In order to perform the login: 

1. A DNS lookup may need to be performed in order to resolve the IP Address for 
the ATSU. A remote lookup can be avoided if the IP Address has already been 
cached by an airborne caching DNS proxy. 

2. The airborne systems use the Internet Standard IKE1 to establish a tunnel mode 
SA pair whose end points are the aircraft’s IP Address on the Air/Ground 
Network and the ATSU’s IP Address. The procedures for creating this tunnel 
follow the typical “road warrior” scenario with authentication performed using 
X.509 certificates. Four messages are exchanged in order to complete the 
authentication and create the tunnel between the communications gateway on 
the aircraft and the communications gateway on the ground. 

3. The Login Message is now sent by the aircraft to the ground IP Address. This 
reports the binding between the Flight ID, Airframe Identifier (ICAO 24-bit aircraft 
address) and the IP Address range for the airborne subnet. It may also report the 
IP Addresses assigned to the hosts for different services on the aircraft. It is sent 
using the tunnel established above. 

4. The Logon Reponse is returned to the aircraft over the tunnel. This reports the IP 
Address range for the ATSU’s ground subnet. It may also report the IP 
Addresses assigned to the hosts for different services that the ATSU provides. 

5. The airborne systems now use the Internet Standard IKE to establish a second 
tunnel whose end points are the aircraft’s IP Address on the Air/Ground Network 
and the ATSU’s IP Addrress, but which is used to forward IP packets between 
the airborne and the ground subnets. Two further messages are exchanged for 
this purpose. 

Note: as the ATSU Communications Gateway has a fixed rather than a dynamic 
IP address, in the case where the ATSU concentrates all Air/Ground messaging 
in a single system that functions as both the Communications Gateway and the 
end-point for application messaging, it will be acceptable to establish the second 
IPsec tunnel between the airborne subnet and the Communications Gateway 
itself. This is a subnet to host tunnel.  

However, as the airborne Communications Gateway typically has a dynamically-
allocated IP Address, the airborne side of the tunnel must always be to a subnet 
which is given a fixed IP Address. This is essential for a seamless tunnel 
movement strategy. 

                                                   
1 IKEv2 is assumed. 
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Figure 3-2 The Data Link Initiation Process 

6. Communication is now possible between host computers on the airborme and 
ground subnets. The establishment of this second tunnel is an event that should 
be recognized by the ATSU and may be used to trigger the invocation of Data 
Link Services. 

There are two purposes for Data Link Login. One is to place the aircraft under the control 
of the ATSU and the other is simply to establish communication with the ATSU. This 
purpose of the Data Link Login is signalled in the aircraft’s Login message. 

Note that a procedure involving the creation of first a basic host-to-host tunnel and then a 
subnet-to-subnet tunnel is presented here. This approach appears to minimize the 
information that both sides need to have prior to the exchange of the Login messages. 
However, this issue is for further study and to assess whether there is scope for reducing 
the procedure to the creation of a single subnet-to-subnet tunnel. 

3.2.1.5 Ground Distribution of the Data Link Login 
The ICAO DLIC specification includes ground dissemination of aircraft logon information 
to other ATSUs. For example, this capability is already supported by the Eurocontrol 
OLDI network where the LOF (Logon Forward) message is used to disseminate FANS-1 
AFN Messages and ATN CM Logon messages.  
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Ground Dissemination of an aircraft Data Link Login message to other ATSUs is 
assumed to continue in the FCI. 

3.2.1.6 Unicast ATS Communications 
Earlier reports in this study have already discussed the use of UDP and TCP for support 
of the exchange of application messages. In this Concept of Operations, Air/Ground UDP 
and TCP communications take place between Host Computers on the Aircraft Subnet 
and the ATSU Subnet. Once the subnet-to-subnet tunnel has been established between 
the aircraft and the ATSU, secure communication between these Host Computers may 
take place. 

Note that the dynamic IP Address assigned to the aircraft by the Air/Ground 
Communications Network is not referenced by unicast ATS Communications and has no 
further significance beyond that of the airborne IPsec tunnel end-point. 

3.2.1.7 Multicast ATS Communications 
Only limited application requirements for Air/Ground Multicast Communications have 
been identified by this study. These are in support of FIS-B and AMC. In both cases, use 
of multicast is an optimization as unicast equivalents exist.  

For Multicast optimization to be useful, it must be able to exploit broadcast capabilities in 
Air/Ground Communications Networks. Multicast must therefore be independent of the 
IPsec tunnel established at Data Link Login time. Use of the IPsec tunnel would mean a 
separate copy of the message being sent to each aircraft thus failing to exploit any 
efficiency gain. 

The Multicast Concept of Operations is thus expected to be: 

1. At Data Link Login time, the ATSU advises the aircraft of the Multicast IP 
Address(es) it should listen on for FIS-B and AMC communications. 

2. The aircraft may also be aware of other Multicast IP Addresses it should listen on 
for additional FIS-B Services. 

3. A Host Computer on the airborne subnet uses the Internet Group Management 
Protocol (IGMP) to advertise its membership of a given Multicast Group 
(characterized by its Multicast IP Address). 

4. The Airborne Communications Gateway (see Figure 3-1) listens to these 
advertisements and records the Multicast Groups that Host Computers on the 
airborne subnet belong to. 

5. On at least one Air/Ground Communications Network that the aircraft is attached 
to, the Communications Gateway uses IGMP to advertise membership of each 
Multicast Group that its Host Computers belong to. It does so using its 
dynamically-assigned IP Address on the Air/Ground Communications Network. 

6. A Ground-based Router on the Air/Ground Communications Network receives 
the IGMP advertisements and uses the Distance Vector Multicast Routing 
Protocol (DVRMP) protocol to maintain the multicast distribution tree on the 
ground. 

7. The Airborne Communications Gateway relays any multicast IP packets it 
received on to the Aircraft subnet. 

8. Multicast is supported by all Ground Routers in the FCI. 

This strategy allows Host Computers on the Aircraft subnet to receive multicast IP 
packets.  
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If an airborne Host Computer needs to respond to the sender of a multicast IP packet 
then it can do so and such a response may be sent outside of an existing IPsec tunnel, if 
no appropriate tunnel exists. However, unless an IPsec tunnel exists between the aircraft 
subnet and the ground subnet on which sender of the multicast IP packet is located, 
there will be no return reachability2 from the multicast source to the airborne Host 
Computer. 

The above limitation does not affect AMC or FIS-B. 

Multicast security needs further study and currently multicast in the FCI is assumed to 
only be suitable for purposes that do not require communications security. 

3.2.1.8 Tunnel Movement 
When an aircraft moves from one Air/Ground Communications Network to another, it 
must in consequence: 

1. Move the airborne IPsec tunnel end-point for each aircraft to ATSU IPsec tunnel. 

2. Advertise the airborne Host Computers’ multicast IP Group memberships over 
the new Air/Ground Communications Network. 

Re-advertisement of the multicast IP Group Membership is straightforward. However, 
tunnel movement requires more analysis. 

Ground
Internet

Comms
G/W

Comms
G/W

Subnet to Subnet
Tunnel 10.0.0.0/24

80.10.32.250

80. 0.20.120

Terrestrial
Wideband

192.168.3.0/24

 

Figure 3-3 Air/Ground Communication via a Terrestrial Wideband Network 

Figure 3-3 illustrates the starting point. The aircraft has successfully logged into an ATSU 
as described above in 3.2.1.4, and established Air/Ground Communications via a 
terrestrial wideband network between its own IP Address (80.10.32.250) and the ATSU’s 
Communications Gateway (80.0.20.120). This tunnel is for the transfer of packets 
between the Aircraft’s subnet (192.168.3.0/24) and the ATSU’s subnet (10.0.0.0/24)3. 

                                                   
2 That is, while a host on the aircraft LAN can send a packet to the multicast source, no route exists 
from the multicast source to the host on the aircraft LAN as such routes are only advertised via IPsec 
tunnels. 
3 These IP Address assignments are for illustration only and are not necessarily consistent with the IP 
Addressing Plan described later. 
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Figure 3-4 Completion of Successful Logon to SATCOM 
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Figure 3-5 After Logoff from Terrestrial Wideband 

At some point later in flight, the Aircraft logs on to a new Air/Ground Network (SATCOM) 
and is allocated an IP Address on that subnetwork (172.16.1.65). A local policy rule 
determines that the tunnels with the current ATSU must be moved to the new Air/Ground 
Network. 

The airborne systems now use the Internet Standard IKE to create a tunnel between 
aircraft’s IP Address on the SATCOM Air/Ground Network (172.16.1.65) and the ATSU 
IP Address (80.0.20.120). As a new IP Address is used, the aircraft and ATSU must re-



The Future Communications Infrastructure - Concept and Transition  

 

Version: 1.0 Date: 22-Jan-2007 Page: 14 

authenticate each other. Four messages are thus exchanged and at the end of which a 
tunnel is now created  between 172.16.1.65 amd 80.0.20.120 for the transfer of packets 
between the Aircraft’s subnet (192.168.3.0/24) and the ATSU’s subnet (10.0.0.0/24). 

Two parallel tunnels now exist between the communications gateways. The information 
that determines whether or not a tunnel is used for a given packet is held in the Security 
Policy Database (SPD). The SPD will now have two entries for the two tunnels, each with 
the same packet selection criteria. It is thus unpredictable as to which tunnel will be used 
for a given packet. 

In most cases, the two parallel tunnels will only exist for a short period of time. Assuming 
the aircraft is going out of range of the terrestrial network it will either explicitly log off 
from that network or lose contact. Either way, the tunnel via 80.10.32.250 will be deleted 
and the result will be the configuration shown in Figure 3-5. Only a single tunnel between 
the aircraft and the ground now exists, via 172.16.1.65. All traffic between the aircraft 
subnet and the ground subnet will be routed via this tunnel. 

From the point of view of applications running on hosts on either subnet, there has been 
no change to the connectivity. The transfer has been seamless. The only visible impact 
may be a change in the round trip delay. However, that is common to all scenarios.  

In the FCI, Tunnel Movement is expected to be optimized through the use of MOBIKE 
(RFC 4555). This allows for tunnel movement with no more than an exchange of two 
messages and avoids an unnecessary re-authentication. 

3.2.1.9 Tunnel Movement and Data Link Login Dissemination 
Following a successful Data Link Login, the ATSU may have copied the login information 
to other ATSUs. This information will include the dynamic IP Address of the aircraft on its 
current Air/Ground Communications Network. A consequence of tunnel movement is that 
this information is now out-of-date as the aircraft’s dynamic IP Address will have changed 
to one assigned relative to the new Air/Ground Communications Network. 

The tunnel movement must thus be recognized by the ATSU Communications Gateway 
and used to update the aircraft’s Data Link Login information. This information is then re-
disseminated to other ATSUs. 

3.2.1.10 Multiple Tunnels 
There may be scenarios where an aircraft may need to have multiple concurrent tunnels 
between itself and an ATSU, each via a different Air/Ground Communications Network 
and hence each will have a different IP Address for the airborne tunnel end-point. 

The reasons for multiple tunnels may include load balancing or policy-based routing 
requirements that (for e.g. cost reasons) different classes of data are routed via different 
Air/Ground Communication Networks. 

Load Balancing or policy-based routing is implemented by adjusting the tunnel selection 
criteria in the SPDs of the Airborne and Ground Communications Gateways. Both 
Gateways are aware of the current mix of tunnels available. The Airborne 
Communications Gateway knows which tunnels are via which Air/Ground 
Communication Network and can hence set its SPD rules appropriately. 

The Ground Communications Gateway can determine which tunnel is via which 
Air/Ground Communication Network by inspection of the airborne end-point’s IP Address. 
This is because the IP Address is assigned relative to the Air/Ground Network and the 
Network ID part of the IP Address can be published along with the network’s 
characteristics. The Ground Communications Gateway can thus similarly set its SPD 
rules appropriately. 
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When the mix of available Air/Ground Communication Networks changes, the SPD rules 
must be updated to reflect this change. 

In practice, tunnel movement, as described in 3.2.1.8 above, is a special case of the 
general strategy for management of the use of multiple tunnels. 

3.2.1.11 Transfer of Communications 
Transfer of Communications takes place when control of an aircraft passes from one 
ATSU to another. The communications path between the aircraft and the Receiving 
ATSU (R-ATSU) must be set up before control is transferred from the Current ATSU (C-
ATSU). 

Aircraft C-ATSU R-ATSU

NDA

IKE used to
Establish

Subnet-to-subnet
tunnel

Aircraft prepares
To accept subnet-to-subnet

Tunnel from R-ATSU

 

Figure 3-6 Transfer of Communications 

Figure 3-6 illustrates this case: 

1. Following current practice, the C-ATSU informs the R-ATSU about the aircraft by 
a ground-based exchange. The R-ATSU is provided with the current IP Address 
of the aircraft and the IP Address range for the aircraft subnet. 

2. The R-ATSU is nominated as the Next Data Authority (NDA) by the C-ATSU 
sending the aircraft an NDA message identifying the R-ATSU. 

3. The R-ATSU uses the Data Link Login information received from the C-ATSU 
(see 3.2.1.5) to create a tunnel between its IP Address and the aircraft’s IP 
Address, for the transfer of packets between its subnet and the aircraft’s subnet. 
As the R-ATSU must authenticate itself to the aircraft, an exchange of four 
packets is needed. The communication path is now open.  

4. When the transfer of communications is completed, the aircraft will send a CDA 
message to the R-ATSU, again following current practice. 
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5. If the C-ATSU should ever withdraw the NDA nomination, the aircraft must delete 
the tunnels. 

It should be noted that a tunnel between the aircraft and the R-ATSU may already exist if 
it has been opened for some other purpose – for example, obtaining a downstream 
clearance or access to D-ATIS. In this case, the R-ATSU will recognize that the tunnel 
already exists and that no further action is necessary until the CDA message is received. 

An alternative strategy would be for the aircraft to intiate the tunnel after receiving the 
NDA message. This is feasible and may usefully avoid the R-ATSU having to be given 
up-to-date information on the aircraft’s IP Address. However, this is a change to current 
practice whereby the R-ATSU initiates communications. This issue is for further study. 

3.2.2 Airline Operational Communications (AOC) 

3.2.2.1 General Requirements 
As with ATS Communications, Airline Operational Communications deal in Flights rather 
than physical aircraft and there is a need to determine which physical aircraft is operating 
which flight. However, this is a simpler problem as the Airline Operations Centre should 
know which of its aircraft operates which Flight on any given day. 

Current ACARS procedure is for an aircraft to send the Airline Operations Centre a 
“Communications Advisory” message when it has Air/Ground Communications available. 
This provides the necessary binding between the Flight ID, the physical aircraft and its 
location in terms of the ACARS Service Provider offering the communications service. 

In the FCI, a similar Communications Advisory message is expected to be sent, 
preserving the current operational model. Following this, ACARS-like messages will be 
exchanged between the Aircraft and its Airline Operations Centre. There is no known 
requirement for multicast AOC communications. 

3.2.2.2 Security 
AOC Communications require end-to-end protection from Eavesdropping, Masquerade, 
Modification and Replay attacks. As discussed in [1], IPsec will be used to provide 
protection from these threats. This will be achieved by dynamically establishing and 
maintaining an IPsec tunnel between the aircraft and its Airline Operations Centre. 

Formally, the tunnels are between a subnetwork on the aircraft and an Airline Operations 
Centre located subnetwork.  

AOC tunnels are separate from ATS tunnels and may exist concurrently. 

3.2.2.3 Air/Ground Communication Network Access 
This is identical to the ATS case (see 3.2.1.3). 

3.2.2.4 AOC Communications Establishment 
The AOC Communications Establishment process is separate from the network 
registration process for an Air/Ground Network and may occur some time later after 
login/registration, if at all. The process is automatic and is triggered by the availability of a 
suitable Air/Ground Communications Network. 

The process is illustrated in Figure 3-7. 
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Figure 3-7 The AOC Communications Establishment Process 

Generally the process is simpler than for ATS as it is expected that the aircraft will be 
configured in advance with all it needs to know about its Airline Operations Centre. 
Similarly, the Airline Operations Centre should have full knowledge of the aircraft and its 
capabilities. 

The AOC Communications Establishment Process thus proceeds as follows: 

1. Following a successful registration/login to an Air/Ground Communication 
Network, the aircraft determines the IP Address for its Airline Operations Centre. 
This may require a DNS lookup depending on how the aircraft is configured. 

2. The IKE is then used to establish an IPsec tunnel between the aircraft subnet 
and the Airline Operations Centre’s subnet. 

3. The Communications Advisory message is sent to the Airline Operations Centre 
to confirm the binding between the aircraft and its Flight ID. This message is 
acknowledged. 

Note that unlike with ATS Data Link Initiation, there is no need to first establish a host-to-
host tunnel. In the ATS case, this is to avoid the airline having to have too much prior 
knowledge about the ATSU. It also ensures that no ATC messages are exchanged prior 
to a successful Data Link Login.  

There may be many ATSUs but it is assumed that there is only one Airline Operations 
Centre and that the aircraft will have been configured with all it needs to know about the 
Airline Operations Centre. 
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3.2.2.5 Unicast AOC Communications 
For AOC purposes, Aircraft and Airline Operations Centres will continue to exchange 
ACARS style messages. As discussed in [1], these will be exchange using UDP or TCP 
and between Host Computers on the Aircraft Subnet and the Airline Operations Centre 
Subnet 

3.2.2.6 Multicast AOC Communications 
Currently there is no known requirement for AOC Multicast Communications. 

3.2.2.7 Tunnel Movement 
Tunnel movement of AOC tunnels follows the procedures for ATS tunnel movement 
described in 3.2.1.8. 

3.2.3 Firewall Rules 
The main purpose of the IPsec tunnels is for communications security and IP Filters 
(Firewall Rules) must be in place to ensure that they are correctly used. This is 
particularly true of the Airborne Communications Gateway. Specifically: 

1. Single cast packets received over the Air/Ground Network outside of an IPsec 
tunnel must be discarded. 

2. IP Packets received over an IPsec tunnel must have a valid source IP Address 
on the host computer or subnet at the other end of the tunnel. 

3.3 Air/Ground Communications Architecture 

3.3.1 Airborne Architecture 

3.3.1.1 Single CMU/ATSU Aircraft 
The FCI Airborne Systems may come in several variants depending on the aircraft’s 
equipage. Many aircraft, especially smaller single aisled aircraft, will have a single 
Communications Management Unit (CMU) or an Airbus ATSU, supporting all 
communications related functions. The architecture for such a system is illustrated in 
Figure 3-8. 

This system will have an interface to each Air/Ground Network that the aircraft supports 
and each such interface may, when active, have a different IP Address, assigned by the 
Air/Ground Network. 

In addition, the system includes a “loopback interface”, that supports a single fixed IP 
Address that is permanently assigned to the aircraft. A loopback interface is a well-known 
and common function that has the following characteristics: 

• A packet sent via this interface is given the interface’s IP Address as its source 
IP Address; however, the packet is immediately routed back to the IP layer and 
then routed via either the most appropriate external interface or an IPsec tunnel, 
depending on the routing table and SPD. 

• A packet received via an external interface or an IPsec tunnel and addressed to 
the interface’s IP Address is delivered via the loopback interface and appears to 
come from that interface. 

The system’s IP layer also includes IPsec functionality and supports the Encapsulating 
Security Payload (ESP) in tunnel mode. 
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Figure 3-8 Single CMU/ATSU Airborne Architecture 

Both UDP and TCP Communications are supported by the system. UDP support is 
required for: 

• A caching DNS proxy. This provides DNS support for the applications hosted by 
the system and caches results from earlier requests, avoiding repeated remote 
lookups for DNS requests. 

• The Internet Key Establishment (IKE) application. This manages the IPsec 
tunnels, negotiates their parameters and performs key agreement. 

• The Communications Management Application. This application is responsible 
for performing Data Link Login, processing information updates from the ATSU, 
Tunnel Movement, and AOC Communications Advisories. 

• ATS and AOC Applications that use UDP for simple message exchange. 

TCP is required for ATS and AOC Applications that use TCP for data streaming. 

The ATS/AOC applications will only listen for incoming packets on the loopback interface 
and similarly will only send packets via the loopback interface. This is to ensure 
seamless transition between Air/Ground Networks. 

The IP layer will also include packet filters to implement firewall rules. For example, a 
typical rule will be to drop any packet received from an external interface that is 
addressed to the loopback interface IP Address and not received via an IPsec tunnel. 

Some of the ATS Applications may need to register membership of Multicast Groups. 
They do so directly over an external network interface and may need to re-register when 
the available set of network interfaces changes. 

3.3.1.2 Aircraft with Distributed Communications Architectures 
At the time this report was prepared, new aircraft such as the A-380 and B787 distribute 
communications functionality to other processors and integrate the communications 
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functions with applications processors. A different Airborne Architecture is expected for 
these aircraft, which will have a dedicated communications gateway (see Figure 3-9) and 
separate Host Computers with integrated communications support (see Figure 3-10). 
There may also be hybrid architectures where the Communications Gateway also 
supports some applications, in which case the greyed out functional components in 
Figure 3-9 will also be supported. 
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Figure 3-9 Airborne Communications Gateway 

In this architecture, the Aircraft LAN Interface replaces the loopback interface and most, 
if not all, applications reside on separate Host Computers on the Aircraft LAN. The 
Communications Gateway functions primarily as a router, routing packets received from 
the Aircraft LAN to an appropriate external interface or an IPsec tunnel. Similarly, it 
routes to the Aircraft LAN any packet addressed to an IP Address on the LAN and 
received via an IPsec tunnel. It also provides a caching DNS proxy for Host Computers 
on the aircraft LAN. 

When the Airborne Communications Gateway also hosts some ATS/AOC Applications, 
these applications will send and receive packets using the Aircraft LAN interface IP 
Address and rely on standard internal routing functionality and tunnel selection criteria to 
ensure that these packets are routed correctly to external destinations. 

In the Communications Gateway, the Communications Management Application must 
additionally support multicast distribution. It must relay IGMP advertisements received 
from the Aircraft LAN to an appropriate Air/Ground Network and update Multicast Group 
Membership whenever the available set of network interfaces changes. It must also 
ensure that the IP layer will re-broadcast multicast packets received from an External 
Interface to the Aircraft LAN. 

An example of an Airborne Host Computer is shown in Figure 3-10. This has a standard 
TCP/IP stack supporting the ATS or AOC Application. 
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Figure 3-10 Airborne Host Computer 

3.3.2 ATSU Architecture 

3.3.2.1 Single Communications Processor Architecture 
Current ATSU Architectures typically have a single Front End Processor or 
Communications Server responsible for handling all Air/Ground Communications. It is 
expected that these architectures will still exist in the FCI and the architecture of a single 
ATSU Communications Processor is illustrated in Figure 3-11. 

This architecture is that of a standard Host Computer with IPsec functionality. It also 
supports the Communications Management Application and other ATS Applications. The 
ATS Applications also support a local interface to the Flight Data Processor. 

As this architecture supports only a single interface and hence only has a single IP 
Address, all IPsec tunnels with aircraft will be either host-to-host or (aircraft) subnet-to-
host. 

3.3.2.2 ATSU Communications Gateway 
Distributed ATSU architectures are also supported, as illustrated in Figure 3-12. No ATS 
Application support is provided in this system.  The gateway includes an interface to an 
ATSU LAN and is able to route IP Packets between this LAN and the Aeronautical 
Interface or to IPsec tunnels with aircraft. 

IPsec tunnels with aircraft will be either host-to-host (in support of Communications 
Management) or (ATSU) subnet-to- (aircraft) subnet. 
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Figure 3-11 ATSU Single Communications Processor Architecture 
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Figure 3-12 ATSU Communications Gateway 

3.3.2.3 ATSU Host Computer 
The ATSU Host Computer architecture is illustrated in Figure 3-13 



The Future Communications Infrastructure - Concept and Transition  

 

Version: 1.0 Date: 22-Jan-2007 Page: 23 

ATSU
LAN

ATSU LAN
IP Address

IP

UDP TCP

ATS Applications To FDP

 

Figure 3-13 ATSU Host Computer 

3.3.2.4 ATSU Resilient Operations Architecture 
The ATSU Communications systems needs to have a very high availability. There is 
likely to be more than one independent connection to the Aeronautical Internet and 
probably more than one active Communications Processor. 
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Figure 3-14 ATSU Resilient Architecture 
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Figure 3-14 illustrates the kind of architecture that is needed to cope with this 
requirement. In this architecture, the ATSU Communications Processor is multi-homed 
and has more than one connection to the Aeronautical Internet and hence more than one 
IP Address. There will probably at least two such processors, each with two independent 
interfaces to the Aeronautical Internet and each with a distinct IP Address. The ATSU will 
thus have at least four IP Addresses on which it can be contacted. 

These may all be listed in the DNS as alternative IP Addresses and when the initial 
tunnel is created by an aircraft during the Data Link Login process, it may choose either 
of the alternative IP Addresses. If the one it first chooses is temporarily unavailable, it will 
try another, and so on until all possibilities are exhausted. 

If an interface (or the underlying network) fails, then the Communications Processor will 
need to move all affected IPsec tunnels to the functioning interface. Ideally this is 
performed using MOBIKE procedures, given that many tunnels may need to be moved in 
a short time. 

If a Communications Processor fails, all affected IPsec tunnels will need to be moved to 
the functioning processor. This is possible if tunnel state information is shared by the 
processors including authentication data and current keys. Again, MOBIKE procedures 
should be used for optimal performance. 

3.3.3 Aircraft Operations Centre Architecture 
The Aircraft Operations Centre architectures are comparable with the ATSU architecture 
and are shown in Figure 3-15, Figure 3-16 and Figure 3-17. The main difference is that 
no Communications Management function is required. 
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Figure 3-15 AOC Combined Communications Processor Architecture 
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Figure 3-16 AOC Communications Gateway 
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Figure 3-17 AOC Host Computer 

3.4 Air/Ground Communications Networks 
Air/Ground Communications Networks used as part of the Aeronautical Internet must 
fulfil four requirements: 
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1. Data Transfer using the Internet Protocol is supported. 

2. A procedure is specified and implemented to allow a mobile node (i.e. an aircraft) 
to join the network, be assigned an IP Address on the network, and be notified of 
the IP Addresses of the Default Router and the network’s DNS Server. 

3. The operational and safety performance requirements for data transfer over the 
Air/Ground Network must be demonstrably met. These requirements derive from 
the Safety and Performance Requirements (SPR) for the Data Link Services in 
the applicable airspace. 

4. The security requirements for Denial of Service prevention must also be met. 
That is, mechanisms must be in place to ensure that the availability requirement 
is met even when a deliberate attack takes place (e.g. through jamming). 

It is also desirable that an Air/Ground Network should provide a broadcast mode suitable 
for the support of multicast ground-to-air communications. 

The IP Address assigned when the aircraft joins the network should remain unchanged 
as long as the aircraft uses the same network and Service Provider. 

3.5 Ground/Ground Communications Networks 
Ground/Ground networks used as part of the Aeronautical Internet must support data 
transfer using the Internet Protocol, and assign a unique IP Address to all interfaces to 
the network. 

The Ground/Ground Networks will form a private internet supporting Air/Ground 
Communications and operational communications between ATSUs and between ATSUs 
and Airline Operations Centres. This internet must be designed to support the 
operational and safety requirements for data transfer derived from Safety and 
Performance Requirements (SPR) for the Data Link Services. 

The ground/ground internet must be protected from Denial of Service attacks. 

3.6 Draft IP Addressing Plan 
The following draft addressing plan has been developed for a private IPv4 internet 
compatible with the Concept of Operations described above. 

3.6.1 General Principles 
1. Aeronautical Operational Communications including both ATS and AOC 

communications take place using a dedicated IPv4 Internet. The Address Space 
used by this Internet is separate from and non-overlapping with the Public Internet 
and is totally available for use by the Aeronautical Community. 

2. Classless Inter-Domain Routing (CIDR) Principles will be used for subnet address 
allocation. 

3. The ICAO 24-bit Aircraft Address will be used as the basis for Aircraft fixed IP 
Address. 

4. All unallocated addresses are reserved. 

Fixed IP Address allocations are required for: 

• Aircraft subnets 

• ATSUs 

• Airline Operations Centres 
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• Air/Ground Networks 

• Ground Networks supporting Air/Ground Communications 

• Local (non-unique) IP Addresses. 

These IP addresses will be allocated from the following address allocations. For each 
allocation a registration authority will need to be established to manage the allocation. 

The allocations are shown as IPv4 allocations. This addressing plan may be simply 
translated to IPv6 by the addition of a common 12 byte prefix to each allocation. 

3.6.2 Aircraft Fixed IP Addresses 
Aircraft Fixed IP Addresses shall be allocated as follows: 

 0                   1                   2                   3    
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1  
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
|0|1|       ICAO 24-bit Aircraft Address            |           | 
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

This allocation permits up to 64 individually addressable Host Computers on board an 
aircraft. This allocation is granted automatically to each aircraft when it is entered into a 
national registry. 

3.6.3 Address Allocations to States and Regions 
Address allocations are first made to each ICAO Region, with each region given an 
address block. Within each region, allocations are made to each state and to each 
regional organization. As with ITU Country Codes, state allocations should recognize the 
geographic relationship and be entropy encoded. That is the state identifiers are variable 
length with larger states having shorter identifiers and hence larger address allocations. 

The basic allocation is: 

 0                   1                   2                   3    
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1  
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
|0|0|0|0|0|n|n|n|    State and region allocations               | 
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

Where nnn is an ICAO Region Identifier: 

nnn ICAO Region 

000 reserved 

001 Asia and Pacific 

010 Middle East,  

011 Western and Central Africa,  

100 South America,  

101 North America, Central America and 
Caribbean,  
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nnn ICAO Region 

110 Eastern and Southern Africa,  

111 Europe and North Atlantic,  

Table 3-1 ICAO Region Identifiers 

Each ICAO region will need to prepare an address allocation plan for the states in its 
region, sub-allocating the address space in proportion to the needs of each state. Some 
regions will need to allocate part of their address-space allocations for use by regional 
networks and by agencies operating within the region.  

Each state will operate its own registry for allocating its address-space allocation to the 
ATS networks and systems under its authority. 

A regional registry will need to be created to allocate IP address ranges to regional 
networks and agencies. 

3.6.4 Local (non-unique) IP Address Allocation 
Following the convention for the Public Internet, the Aeronautical Internet includes an IP 
Address range that is guaranteed to never be allocated and may hence be used for local 
assignments. This address range is: 

 0                   1                   2                   3    
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1  
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
|0|0|0|0|1|0|1|0|      Available for local allocation           | 
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

Note that this address range has been chosen to correspond to the 10.0.0.0/24 address 
range used in the public internet for non-unique addresses. 

3.6.5 Aeronautical Industry Allocations 
Several address blocks are allocated to the aeronautical industry for use by both ground 
networks and Air/Ground Networks. Recognizing the global reach of ARINC and SITA, 
each is allocated its own address block, while a further address block is allocated to 
other service providers. 

Airlines: 
 0                   1                   2                   3    
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1  
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
|0|0|1|0|0|0|0|0|       Allocated to individual airlines        | 
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

This address block is suballocated to individual airlines. An entropy encoding will be used 
to allocate address blocks to individual airlines i.e. larger airlines will have shorter 
identifying prefixes and correspondingly larger address blocks. IATA is expected to 
prepare a plan for the sub-allocation of this address space to airlines in proportion to the 
needs of each airline. 
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ARINC: 
 0                   1                   2                   3    
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1  
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
|0|0|1|0|0|0|0|1|                                               | 
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

SITA: 
 0                   1                   2                   3    
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1  
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
|0|0|1|0|0|0|1|0|                                               | 
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

Other Service Providers: 
 0                   1                   2                   3    
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1  
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
|0|0|1|0|0|0|1|1|                                               | 
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

The registry for other service providers will need to be operated by an independent 
agency such as the AEEC. This agency will sub-allocate this part of the address space to 
Air/Ground Communication Service Providers in proportion to their needs. 

3.6.6 Multicast Addresses 
 0                   1                   2                   3    
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1  
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
|1|1|1|0|0|n|n|n|                                               | 
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

The Multicast address block follows the Class D assignment in the public internet for 
multicast addresses. At present, it is assumed that multicast IP Addresses will be 
required only for use by ATS Providers and this is reflected in the initial allocation of this 
address space. Bits 3 and 4 are reserved and currently set to zero and may be used to 
make available further allocations in this address range. 

In the above, nnn is an ICAO Region Identifier allocated according to Table 3-1. Each 
ICAO region is responsible for sub-allocating its part of the multicast address allocation 
to states and regional agencies. These allocations are expected to follow those for single 
cast addressing. 

3.7 DNS in the Aeronautical Environment 

3.7.1 General 
Section 3.3.1 has already identified the need for a caching DNS Proxy on board each 
aircraft, and Section 3.4 has identified the requirement for each Air/Ground 
Communications Service Provider to provide a DNS Server for use by aircraft. In addition 
to this other DNS Servers will also be required: 
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1. A set of DNS Root Servers will need to be established for the private 
aeronautical internet. There will probably be one DNS Root Server for each 
ICAO Region. 

2. Each ATS Provider will need to have its own DNS Servers (Primary and 
Secondary) to provide and maintain DNS entries for its domain. 

3. Each ACSP will need to have its own DNS Servers (Primary and Secondary) to 
provide and maintain DNS entries for its domain. 

4. Each Airline will need to have its own DNS Servers (Primary and Secondary) to 
provide and maintain DNS entries for its domain. 

5. Other organizations that use the ATN will also have their own DNS Servers 
(Primary and Secondary) to provide and maintain DNS entries for their domain. 

Although there is no actual need to co-ordinate the aeronautical DNS with the public 
DNS, it is probably useful to avoid ambiguity and hence permit later co-ordination. It is 
thus proposed that all aeronautical DNS entries are suffixed with “.avs”, “.avo”, “.ava” or 
“.avi” for ATS Providers, ATS Organizations, airlines and the aeronautical industry 
respectively. 

There is no requirement for formally registering these .avs, .avo, .ava or .avi domains 
with ICANN. However, it may be appropriate to notify them of what is intended. 

3.7.2 Domain Name Allocation 

3.7.2.1 ICAO States 
Each ICAO Member State automatically has a domain name in the .avs domain, given by 
the ISO 3166 three letter country code (lower case). For example, the domain name for 
the UK Administration is: 

gbr.avs 

Within this domain, an Administration may choose to register further sub-domains. For 
example, in the UK, NATS will probably be registered as a sub-domain, with further sub-
domains registered for Airports. e.g. 

nats.gbr.avs 

3.7.2.2 ATSUs 
ATSUs are a special case as they already have globally unique Ground Facility 
Designations allocated by ICAO. Each ATSU may thus be automatically assigned a 
domain name within the .avs domain formed using its Ground Facility Designation. For 
example, UAC Maastricht would have the domain name: 

edyy.avs 

Each ATSU will need to maintain DNS entries for, at a minimum, its Air/Ground 
Communications Gateway. Conventionally, this should have a DNS Name starting with 
“gw”. For example, for UAC Maastricht: 

gw.edyy.avs 

Other conventional DNS Names should also be used including: 

• “atis” for a D-ATIS Server 

• ”otis” for a D-OTIS Server, and 

• “dsc” for a Downstream Clearance Service. 
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3.7.2.3 Other ATS Organizations 
Other organizations that are involved in the provision of ATS Services but are 
independent of any one state may also need to have domain names These may be 
individually registered by ICAO within the .avo domain. For example: 

eurocontrol.avo 

3.7.2.4 Airlines 
IATA Airlines automatically have a domain name in the .ava domain given by the three-
character alphanumeric symbols representing the appropriate IATA Airline Code or 
Aeronautical Stakeholder Designator. For example, SAS would have the domain name: 

sas.ava 

Each Airline will need to maintain DNS entries for, at a minimum, its Air/Ground 
Communications Gateway. 

3.7.2.5 Aircraft 
Aircraft have a range of fixed IP Addresses assigned and therefore may also have 
corresponding DNS Entries within the .ava domain. The Aircraft Registration Number 
(Tail Number) provides a convenient and unambiguous naming convention for an 
aircraft’s DNS Name (with the hyphen removed). For example: 

gpibb.ava 

could be a domain name for a UK registered aircraft with the Tail Number “G-PIBB”. 

Under this domain name could be additional DNS entries to record the ICAO 24-bit 
Address and Public Key Certificate for the aircraft. Conventional DNS names within the 
aircraft domain may also be usefully assigned. For example: 

• “ads” for an ADS Server 

• “cpdlc” for the CPDLC Service 

• “cm” for the Communications Management Application 

• “aoc” for an ACARS Message Server. 

3.7.2.6 Aeronautical Industry 
A DNS Domain Name Registry will need to be established for the aeronautical industry, 
primarily those responsible for providing Air/Ground Communication services. 
Automatically allocated within this domain are domain names for existing providers e.g. 

arinc.avi 

sita.avi 

3.7.3 Secure DNS 
In order to prevent Denial of Service attacks, all DNS entries used for Air/Ground 
communications must be authenticated according to RFC 4033 [4]. 
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3.8 IPsec Deployment 

3.8.1 IPsec Protocols 
The following IPsec protocols are required for the FCI. The Internet is currently in a 
transition phase from version 1 of IPsec to version 2. The FCI will use at least version 2 
of the IPsec protocols 

3.8.1.1 The Encapsulating Security Payload (ESP) 
ESP is expected to be used for both encrypted and un-encrypted communications. In the 
latter case, it provides support for authentication and integrity mechanisms only. ESP is 
preferred over the alternative Authentication Header (AH) even when encryption is not 
required as ESP can be used in conjunction with NAT traversal. Although NAT traversal 
is undesirable and is not expected to be required for the IPv4 Aeronautical Internet, it 
may be required during any transition to IPv6. 

ESP will be used in tunnel mode only. That is, it will be used to protect an IP packet 
between an aircraft and an ATSU or Airline Operations Centre. The ESP protected 
payload will then itself be the payload of an outer IP packet or a UDP packet (NAT 
Traversal only). 

3.8.1.2 The Internet Key Establishment (IKE) Protocol 
IKE is a UDP-based protocol that permits two Security Gateways to authenticate each 
other and agree Security Associations (SAs) under which user data is transferred 
between them. When the SA is for tunnel mode, the SA is for the secure exchange of IP 
data.  

The IKE will be used to establish separate SAs and IPsec tunnels with each ATSU and 
with the Airline Operations Centre. 

Use of the IKE is illustrated in Figure 3-18. Initial IKE exchanges authenticate the aircraft 
and the ground system. X.509 based certificates will be used to support authentication. 
These may need to be exchanged during the SA Init exchange unless they are already 
available to the IKE. In normal operations, an aircraft will obtain the ATSU certificates it 
expects to need prior to flight and will only request the ATSU’s certificate when it has not 
cached it. 

Likewise the ATSU should normally have access to the aircraft certificate either included 
as part of the Flight Plan or from a central directory. If it does not have access then the 
certificate is requested during the SA Init phase. 

Once the two systems have authenticated each other they can proceed to establish one 
or more child SAs i.e. tunnels. Each child SA describes a means of protecting user data 
(IP Packets in tunnel) mode. In the FCI, packets will be protected using ESP and an 
authentication/integrity algorithm agreed as part of the SA. For AOC, an encryption 
algorithm may also be agreed. 

The IKE also agrees an initial set of keys for each SA and will “rekey” long-lived SAs 
after a specified period of time. 

SAs also have packet selection criteria associated with them, specified as IP Packet 
filters. For the FCI, the tunnel selection criteria will typically be source and destination IP 
addresses based, using the aircraft Fixed IP Address range for one end of the tunnel and 
the ground system's IP address or subnet IP Address Range for the other end of the 
tunnel. 
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Figure 3-18 Use of IKE 

3.8.1.3 IKE MOBIKE Extensions 
MOBIKE is a set of extensions to IKE Version 2 that permit optimized changes to tunnel 
end-points. That is, changing an SA from one end-point IP Address to a different one, but 
otherwise keeping the same SA parameters. MOBIKE also applies to the initial SA 
created between IKE processes. 

In the FCI, MOBIKE will be used to optimize tunnel movement when aircraft move 
between different Air/Ground Networks. It will also be used to optimize recovery from 
Ground System failures in various resilient configuration modes for ground based 
Communications Gateways. 

3.8.2 Authentication and Encryption Algorithms 
Authentication algorithms are required for both ATS and AOC use. Encryption algorithms 
are required for AOC use. IPsec is an open framework and can accommodate globally 
required algorithms, regional and airline algorithms. 

For ATS, an RSA authentication algorithm with 1024-bit keys combined with a SHA-1 
Message Digest, is expected to be required for all users on a global basis. This is a 
widely used industry standard algorithm. 

For AOC, the same algorithm is expected to be used for authentication, and 3DES or 
AES-256 for encryption. 

However, airlines may choose to specify their own algorithms for protection of AOC data. 
Some ICAO regions or states may also choose to specify different algorithms. Military 
users and state aircraft may also use different algorithms agreed with national ATC 
services. 

RFC 4305 [5] provides the implementation requirements for cryptographic functions used 
with ESP and AH, while RFC 4307 [6] provides the implementation requirements for 
cryptographic functions used with IKEv2.  
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It should be noted that these requirements may change over time in order to take 
advantage of improvements in cryptographic algorithms and to counter new threats. 
Implementations will need to be flexible enough to accommodate such change. 

3.8.3 Public Key Infrastructure 

3.8.3.1 Introduction 
Along with algorithm selection, a Public Key Infrastructure (PKI) is needed for the 
management of the keys used by the IKE for initial authentication of a peer system. This 
comprises: 

• Specification of an asymmetric encipherment algorithm (e.g. RSA) and preferred 
key length 

• Specification of a Public Key Certificate Format (e.g. X.509) 

• Implementation of one or more Certification Authorities and the rules for key 
generation and certificate signing. 

A similar PKI to that originally specified by Netscape for the World Wide Web is expected 
to be deployed for the FCI.  

The Netscape PKI uses RSA with 1024-bit keys and X.509 certificates. In the Netscape 
PKI, a number of global certification authorities may exist. Each creates a “self-signed” 
certificate which is distributed with Web Browsers.  

A self-signed certificate contains the certification authority’s public key and identity. It is 
signed by creating a message digest over the certificate and encrypting the result using 
the certification authority’s private key. The web browser can check “authenticate” such a 
certificate by decrypting the message digest using the public key in the certificate and 
comparing the result with its own message digest take over the certificate. If they match, 
then a proof is provided that the public key corresponds to the private key used to sign 
the certificate. However, no authenticity is established. Only by trusting the distributor of 
the browser (e.g. Microsoft) does the user gain any trust in the authenticity of the 
certification authority’s certificate. 

A certification authority signs certificates presented to it by Web Server administrators, 
which include the public key and identity of the web server. The certification authority 
verifies the authenticity of the request and then signs the certificate using its private key. 

When a web browser access a secure web site using SSL (https), the website provides 
the browser with its signed certificate. The browser can authenticate the certificate using 
the public key of the certificate authority that signed the certificate, which it obtains from 
the self-sign certification authority certificate. Authentication is performed by decrypting 
the certificate signature using the certification authority’s public key and comparing the 
result with a message digest made by the browser over the website’s certificate. If they 
match then the website is authenticated and the public key supplied in the certificate is 
used to generate a session key to protect the ensuing communications. 

A PKI also includes the concept of “Revocation Lists”. That is, a certification authority 
may chose to revoke a previously-issued certificate and invalidate it. Revocation Lists 
may be obtained online either when a website is validated, or alternatively a locally-held 
list may be updated from time to time.  
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3.8.3.2 Aviation PKI 
In the FCI, it is expected that: 

a) Each airline will provide the certification authority for the protection of AOC 
communication with its airline, and 

b) Each state may also provide the certification authority for aircraft registered by 
the state. Although some states may choose to operate a common certification 
authority. 

The Airline Certification Authority may then sign a certificate for each aircraft for use with 
AOC communications, and for its Airline Operations Centre. 

Similarly, a state certification authority may sign a certificate for each aircraft registered 
with it and for use with ATS communications. A state certification authority will also sign a 
certificate for each of its ATSUs. 

An aircraft presents its airline certificate when contacting its Airline Operations Centre. 
An aircraft presents its ATS certificate when contacting an ATSU. 

An aircraft will need to be loaded with the root certificate of its airline and may also need 
to be loaded with the root certificate of each state or group of states that it may fly over. 
However, there are techniques for avoiding having to load all state certificates. 

For example, ICAO may provide a top-level certification authority signing the certificate 
for each state. The aircraft may then be loaded with the ICAO self-signed certificate and 
a limited set of certificates for the states it is most likely to fly over. When coming into 
contact with a different state it will then request both the ATSU’s certificate and its 
certificate path, that is all certificates between the ATSU’s certificate and ICAO. Typically 
the certificate path will comprise only the state certificate. 

In this case, the aircraft can validate the ATSU certificate against the state certificate and 
then the state certificate using its copy of the ICAO root certificate. 

ATSUs and Airline Operations Centres should have direct access to up-to-date 
Revocation Lists and hence should be able to identify and invalidate any revoked 
certificates. Aircraft should be loaded with up-to-date revocation lists prior to flight. 

3.9 Communications Management 
The Configuration Management Application is responsible for managing Air/Ground 
Communications on behalf of the other Data Link Applications. It provides the additional 
functionality necessary to make COTS software and functions operate in the aeronautical 
environment. The Configuration Management Application is asymmetric with different 
responsibilities in the aircraft and ground. It is not required in the Airline Operations 
Centre. 

3.9.1 Airborne Communications Management 
The location of the Airborne Communications Management Application in the Airborne 
Communications Gateway is illustrated in Figure 3-8 and Figure 3 9. It is responsible for: 

1. Managing the login/registration process for Air/Ground Communications 
Networks. This is a rule based decision process. When an Air/Ground 
Communication Network is detected, a cockpit decision needs to be made as to 
whether and when the aircraft should attach to the network. This may be pilot 
driven or made according to pre-determined rules that may take into account 
such factors as time of day, location and availability of other communication 
networks. In all cases, the Communications Management Application is involved, 
interacting if necessary with the pilot. 
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2. Instructing the IKE to establish, move or delete IPsec tunnels with remote end-
points, including the programming of tunnel selection criteria. The decision to 
establish or move one or more tunnels typically occurs after the aircraft attaches 
to a new Air/Ground network. It is a rule based decision process that can take 
into account such factors as time of day, location and availability of other 
communication networks. Tunnels will typically be deleted when an Air/Ground 
Network ceases to be available or is no longer used. The rules for AOC tunnels 
may be different from those for ATS tunnels. 

3. Modification of Tunnel Selection Criteria for existing tunnels. When a new 
Air/Ground Network becomes available, it may exist in parallel to other 
Air/Ground Networks and the Air/Ground Communications may be able to 
usefully make use of both networks. This can be achieved by instructing the IKE 
to vary the tunnel selection criteria for an existing tunnel or replace the existing 
tunnel with a new one with different selection criteria. 

4. Sending the Context Management Login Request and receiving and processing 
the Context Management Login Response (see 3.9.3.1). 

5. Processing Context Management Contact Requests (see 3.9.3.2). 

3.9.2 ATSU Communications Management 
The location of the ATSU Communications Management Application in the Ground 
Communications Gateway is illustrated in Figure 3-11, Figure 3-12 and Figure 3-14. It is 
responsible for: 

1. Instructing the IKE to establish IPsec tunnels with remote end-points, including 
the programming of tunnel selection criteria. The decision to establish one or 
more tunnels typically occurs after another ATSU has notified the ATSU of the 
intention to transfer control to the ATSU and, as a result, the ATSU must 
establish an IPsec tunnel with the aircraft. A local notification message may need 
to be generated when the tunnel is established. 

2. Instructing the IKE to move IPsec tunnels with remote end-points. This typically 
occurs during recovery from a failure mode when an existing tunnel needs to be 
moved from a failed interface or processor to a working interface. 

3. Responding to Context Management Login Requests and returning Context 
Management Login Responses (see 3.9.3). 

4. Sending Context Management Contact Requests and receiving Context 
Management Contact Responses. 

3.9.3 Context Management 
The Context Management Application is currently defined in ICAO Doc. 9705 [2] and an 
updated version is expected to be defined for the FCI comprising the Logon and Contact 
functions only. The other functions currently provided by Context Management are 
expected to be replaced by use of the DNS. 

3.9.3.1 Context Management Logon 
Context Management Logon comprises the exchange of two messages: a Logon 
Request and a Logon Response. It is always air-initiated and in response to a pilot 
decision to enable the use of Data Link. The Logon Request is sent from the Aircraft to 
the ATSU and the Logon Response is sent by the ATSU to the Aircraft in response and 
indicates success or failure. 
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The Logon Message: 

• Identifies the Flight and Aircraft 

• Identifies the destination ATSU 

• Reports Aircraft Configuration information, such as application addresses that 
may not otherwise be known by the ATSU. 

• Identifies the Application Profiles supported, 

The Logon Response Message: 

• Reports Success or Failure 

• Identifies any subnet traffic selection criteria required by the ATSU 

• Identifies the Application Profiles selected by the ATSU. 

Compared with earlier versions of the Context Management Logon, there is no need to 
exchange security related information as this is now maintained through IPsec. 
Information on ground applications is also removed as this is now obtained through the 
DNS. However, it may still be necessary for the aircraft to report the addresses of its 
onboard applications unless global availability of DNS information for aircraft systems 
can be assumed. 

The current Context Management Application also negotiates application version 
numbers. In a future version, this is expected to change to an offering of “application 
profiles” that identify a set of capabilities required for a given airspace, and the selection 
of the appropriate profile by the ATSU. 

3.9.3.2 Context Management Contact 
The Context Management Contact Request is sent by an ATSU telling the aircraft to 
perform a Context Management Logon with another ATSU. On completion of the Logon, 
the Context Management Contact Response is returned to indicate success or failure. 

This procedure is necessary when there is no data link connection on the ground 
between the ATSUs and needs to be retained for the FCI. 

3.10 ATS and AOC Applications 
This Concept of Operations describes a communications system that is essentially 
application independent and transport protocol independent. It can therefore support a 
wide variety of ATS and AOC Applications including both existing Data Link Services and 
future services such as COTRAC. 

[1] has already discussed the options for ATS and AOC Application Design in the 2020+ 
environment. 

3.11 IPv6 Transition 
Assuming that the IP ATN is initially implemented as an IPv4 Internet, it is important that 
a clear transition plan is in place for any later transition to IPv6 if and when this becomes 
the industry standard. Such a transition plan must be able to evolve the Figure 3-19 
scenario to the Figure 3-22 scenario. 



The Future Communications Infrastructure - Concept and Transition  

 

Version: 1.0 Date: 22-Jan-2007 Page: 38 

IPv4

ESP

IPv4

IPv4 Ground
Internet

IPv4 Air/Ground
Network

IPv4

ESP

IPv4

 

Figure 3-19 IPv4 ATN 

Figure 3-20 illustrates the likely first step in the transition with the gradual introduction of 
IPv6. This figure assumes what is likely to be the first step: the introduction of an IPv6 
segment in the ground internet. Gateways (marked T in the figure) between the IPv4 and 
IPv6 segments translate between the two environments and ensure that the source and 
destination IP Addresses are preserved end-to-end. This avoids any impact on the 
Airborne or Ground Communication Gateways. 

Figure 3-21 illustrates a likely next step in the process, with the introduction of a dual 
IPv4/IPv6 stack on the ground enabling the native support of IPv6 capable aircraft over 
IPv6 capable Air/Ground Networks. During this phase, IPv4 is still being used over the 
subnet tunnels between Aircraft and Ground subnets. There is no strong reason for 
existing avionics to change. It is possible for both IPv4 and IPv6 to be simultaneously 
tunnelled between aircraft and ground and a gradual function-by-function changeover 
may occur as and when new systems are introduced. 

During this phase, there may also be requirement for dual stack aircraft i.e. aircraft that 
need to fly between regions where IPv6 is being introduced and those that still only 
support IPv4. 
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Figure 3-20 Introduction of IPv6 Ground Segment 
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Figure 3-21 Introduction of IPv6 End to End 
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Figure 3-22 IPv6 ATN 
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4. ATN TRANSITION PLAN 

4.1 Transition Issues 
It is taken as read that LINK2000+ will complete the deployment of ATN/CPDLC that is 
already well under way, and that aircraft flying in European Airspace will need to have 
LINK2000+ compliant avionics. It is also probable that initial Data Link implementations 
in North America will use the same avionics. This will create a large installed base of 
ATN/CPDLC systems. 

The introduction of an IP based ATN thus implies the need to carefully consider the 
transition from an existing OSI ATN. This transition must minimize disruption to users 
and permit smooth operations during what will probably be a protracted retrofit period. 

The rationale for such a change is unlikely to be simply due to a desire to use industry 
standard communications protocols. Transition is thus likely to be linked to the 
introduction of a desired end-user function and the upgrade cost leveraged by it. Prior to 
the introduction of new applications in the 2020+ timeframe, the most likely drivers of 
change will be the need to introduce improved security and FANS-1/A convergence. 

Availability of IP based Air/Ground Networks will be a key driver for transition. SATCOM 
IP Networks are available today and, for this reason, an upgrade of FANS-1/A in Oceanic 
Airspace to use SATCOM IP Services may well be the initial deployment of an IP ATN. 
Any transition to IP in continental airspace is dependent on the availability of a suitable IP 
Network. For the usual cost reasons, airlines are likely to be resistant to the use of 
SATCOM for continental use and hence an IP ATN for continental use requires either a 
new terrestrial IP Network or the upgrade of VDL Mode 2 to support IP. At present, 
neither can be predicted with any certainty. 

In order to simplify the introduction of an IP ATN, it will be desirable to avoid the need for 
aircraft to support both OSI ATN and IP ATN services. This will reduce the on board 
complexity, reduce the certification costs and may even help avoid the need for a 
hardware upgrade, allowing for a much simpler software only upgrade. 

In turn, this demands that the burden of managing the change is placed on the ground 
systems which, during a transition period, must support OSI ATN and IP ATN services. 
There are two types of architectures that could support this: Dual Stack End Systems 
and intermediate Gateways. 

4.2 Transition Scenarios 

4.2.1 Dual Stack 
Figure 4-1 illustrates a possible Dual Stack architecture derived from the architecture for 
the DL-FEP currently being developed for UAC Maastricht, and itself based on the 
prototype Front End Processors originally developed for the PETAL Trial. 

The existing components are shaded in blue and the new components shown in white. 
Shaded areas with a cross-hatch are COTS functions not currently implemented. This 
includes ESP which is not part of the current implementation but is part of the standard 
Linux Kernel. 

The Maastricht DL-FEP is a message switch that passes CM and CPDLC messages to 
and from the Flight Data Processor (FDPS) and relays them to aircraft using either 
ATN/CPDLC or FANS-1/A. Each message exchanged with the FDPS is labelled with the 
Flight ID and Aircraft ID and sent as a separate message. Although ATN CPDLC is a 
connection mode protocol, the connection end-point is in the DL-FEP. 
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Figure 4-1 Dual Stack ATSU DL-FEP 

The native format for the messages exchanged with the DL-FEP is ATN CM and CPDLC. 
Hence, when messages are exchanged with ATN/CPDLC aircraft, the DL-FEP is largely 
concerned with managing the connections with each aircraft and relaying messages to 
and from the FDPS. It has a dedicated ATN End System component to manage the 
connections and a CM/CPDLC relay function to manage the message labelling and 
transfer. 

In order to communicate with FANS-1/A aircraft, the DL-FEP includes a gateway function 
that reformats the messages when passing between the two environments and resolves 
protocol differences. Communication with FANS-1/A aircraft is via ACARS and 
communication with the SITA ACARS service is via TCP/IP (without ESP). TCP/IP 
functionality is thus already present in the DL-FEP. 

Extension of the DL-FEP to support IP ATN aircraft requires: 

1. The addition of COTS IKEv2 and ESP functions. ESP is a kernel function and is 
expected to be part of the distribution used for the DL-FEP but is unlikely to have 
been activated until needed. The IKE is a user process and would need to be 
installed in the DL-FEP. 

2. The ATSU Communications Management function will need to be developed. 
This includes and replaces the Context Management function. It would be 
possible to reformat the upgrade Context Management messages and pass 
them to an unchanged FDPS. However, the information in these messages 
needs to be copied to other ATSUs and reformatting would lose the new 
information present. It would thus be desirable to extend the existing CM 
message set supported by the FDPS to enable the new information in the 
upgrade CM Logon to be passed to the FDPS and relayed to other ATSUs. 

3. The procedures for the exchange of CPDLC and possibly ADS messages will 
need to be fully specified and implemented. It is unlikely that a first generation IP 
ATN system would require any changes to the existing message set and hence 
these messages will be exchanged with the FDPS without any reformatting. 
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This example indicates that a Dual Stack architecture should be implementable without 
any significant problems. The main issue is over the CM messages and the need to 
revise CM for an IP ATN. Although an early implementation could simply reformat these 
to OSI CM format and hence avoid changes to the FDPS, for the full benefits to be 
realized a minor FDPS change is also required to handle an extended CM Message 
format and to support its exchange with other ATSUs. 

4.2.2 ATN/FANS-1/A to IPS Gateway 
The original ATN specification called for an end-to-end transport connection between 
(e.g.) an aircraft and a CPDLC Data Authority. However, the analysis that led up to PM-
CPDLC showed that this was not a necessary requirement for CPDLC and the DL-FEP 
architecture makes no attempt at ensuring end-to-end significance for ATN transport 
connections. These end at the DL-FEP, while the actual communications end-point is 
some distance away at the controller workstation. 

Because of this, it is possible to conceive of an intermediate gateway between an 
ATN/CPDLC Ground End System and the ATSU providing communication between IP 
ATN Aircraft and OSI ATN ATSUs. This is predicated on the assumption that the PM-
CPDLC message format is used for both types of communication and that there is no 
requirement to regenerate the end-to-end PM-CPDLC Message Integrity Check. This 
assumption avoids the gateway needing to reformat the messages and that any 
message integrity loss in the gateway is detectable by the End Systems. In turn, this 
should avoid any serious certification issues for the gateway. 
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Figure 4-2 OSI ATN to IP ATN Gateway 

Figure 4-2 illustrates a possible gateway architecture. This a combination of the ATSU 
single Communications Gateway, an ATN End System and CM and CPDLC relay 
functions. 
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4.2.2.1 Data Link Initiation 
When the aircraft performs a Data Link Initiation, the DNS returns the IP Address of the 
gateway as the ATSU IP address and the IPsec tunnel is established with the gateway. 
The CM Logon message is received by the Gateway’s Communications Management 
function which processes the message by establishing a CM connection with the ATSU. 
The received CM Logon is then reformatted as an ATN/CM Logon and forwarded over 
this connection to the ATSU. The ATN application addresses given in this CM Logon 
Message will be addresses on the gateway. When the response is received, the CM 
Response is similarly reformatted and relayed to the aircraft. 

If a positive CM Logon Response is received from the ATSU, the information received in 
the response and the original CM Logon Request must be saved in a local database. 

The need for the local database is due to the way CPDLC is invoked. A short time later, 
the ATSU will initiate a CPDLC connection with the aircraft using the ATN Addresses 
given in the CM Logon Request. This connect request will be received by the gateway as 
the gateway address was included in the CM Logon. The gateway will receive the 
CPDLC Start message and will need to determine the aircraft application address to 
which the message needs to be relayed. It performs this by looking up the information 
saved in the local database. 

The CPDLC Start Request is thus forwarded to the aircraft. When the CPDLC Start 
response is received from the aircraft, it is relayed back to the ATSU using the CPDLC 
established connection. 

A CPDLC communications path is now in existence between the aircraft and the ATSU 
and this may be used for the exchange of further CPDLC messages. 

4.2.2.2 Change of Air/Ground Network 
When the Air/Ground Network changes, the aircraft will perform the tunnel movement 
procedure. As there is no change to the ground end-point, this does not otherwise affect 
the gateway. 

4.2.2.3 Transfer of Control 
When transfer of control takes place, the R-ATSU will attempt to initiate a CPDLC 
connection with the aircraft using the CM Logon information forwarded to it. This will 
contain the address of the gateway rather than that of the aircraft. The R-ATSU will thus 
establish a CPDLC connection with the gateway rather than direct to the aircraft. As 
described above, the gateway will need to determine the aircraft application address to 
which the message needs to be relayed. It performs this by looking up the information 
saved in the local database. 

The CPDLC Start Request is thus forwarded to the aircraft. When the CPDLC Start 
response is received from the aircraft, it is relayed back to the R-ATSU using the CPDLC 
established connection. 

A CPDLC communications path is now in existence between the aircraft and the R-ATSU 
and this may be used for the exchange of further CPDLC messages. 

Note that there is no need to establish a new tunnel as an IPsec tunnel already exists 
between the gateway and the aircraft. However, the R-ATSU CPDLC messages should 
appear to come from a different IP address to the C-ATSU so that the aircraft properly 
distinguishes between them. The gateway will thus need to manage a virtual subnet with 
a sufficiently large range of IP Addresses associated with it. 

The above assumes that both C-ATSU and R-ATSU have access to the same gateway. 
If this is not true, for example because gateways are located at ATSUs rather than being 
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a common resource, then the CM Contact function will need to be invoked by the C-
ATSU to request that the aircraft first contacts the R-ATSU, thus ensuring that R-ATSU’s 
gateway has the necessary information about the aircraft prior to the CPDLC Start being 
issued. 

4.2.2.4 Issues 
The main issue with the gateway approach is the risk of a single point of failure. This can 
be mitigated by: 

a) Having several gateways in parallel, each sharing access to a common CM 
Database. This can spread the load of aircraft connections and ensure that a 
gateway failure only affects a limited number of aircraft. 

b) Giving each ATSU its own set of gateways thus further limiting the impact of 
failure. However, this does have an impact on air/ground overhead due to the 
need to use CM Contact whenever transfer of control takes place. 

4.3 Conclusion 
A straightforward transition strategy thus appears possible. Both Dual Stack and 
Gateway approaches appear viable and both may be used. The Gateway approach is 
probably best suited both for early trials and as an interim measure, while the Dual Stack 
approach is a more strategic solution. 

Some ATSUs may choose to use gateways for offering an initial service and later 
introduce a separate IP ATN service (i.e. with a separate Front End Processor) rather 
than use a Dual Stack approach. 
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5. USE CASES 
The exchange of messages taking place for an aircraft over its whole journey (gate-to-
gate) is described below for two cases: ATC COTRAC and AOC Messaging. 

Since the choice of IKEv1, IKEv2 or MOBIKE for tunnel movement has not yet been 
made, the message exchanges made for tunnel movement are not particular to any one 
solution. (Note that if MOBIKE is chosen, fewer authentication messages will be needed.) 

5.1 Case 1: COTRAC 
Action Communications 

Network registration Network registration shall take place over the WiFi, 
typically using DHCP. 

A to G: DHCP Discover 

G to A: DHCP Offer 

A to G: DHCP Request 

G to A: DHCP Acknowledgement 

The aircraft shall be told the of the IP Addresses of 
the default router and the nearest DNS Server. 

Data Link Initiation Pilot Login message 

DNS Lookup (optional) A DNS lookup may need to be performed in order to 
resolve the IP Address for the ATSU. 

A to G: DNS Request 

G to A: DNS Answer 

Tunnel mode establishment 
and authentication 

The aircraft shall use the Internet Standard IKE to 
establish a host-to-host tunnel whose end points are 
the aircraft’s IP Address on the Air/Ground Network 
and the ATSU’s IP Address. 

Authentication shall be done with X.509 certificates. 
Four messages are exchanged for authentication 
between ground and aircraft and to create the tunnel 
between the communications gateway on the aircraft 
and the communications gateway on the ground. 

Login message transmission 

(DLIC procedure) 

A to G: CM Login Message 

This shall report the binding between the Flight ID, 
Airframe Identifier (ICAO 24-bit aircraft address) and 
the IP Address range for the airborne subnet. It may 
also report the IP Addresses assigned to the hosts 
for different services on the aircraft. 

Logon Response 

(DLIC procedure) 

G to A: CM Login Response 

This shall report the IP Address range for the 
ATSU’s ground subnet. It may also report the IP 
Addresses assigned to the hosts for different 
services that the ATSU provides. 
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Second tunnel establishment The airborne systems shall use the Internet 
Standard IKE to establish a second tunnel whose 
end points are the aircraft’s IP Address on the 
Air/Ground Network and the ATSU’s IP Address, but 
which is used to forward IP packets between the 
airborne and the ground subnets. Two further 
messages are exchanged for this purpose. 

Multicast IP Address (optional) The ATSU shall advise the aircraft of any Multicast 
IP Addresses it should listen on. A Host Computer 
on the airborne subnet shall use the IGMP to 
advertise its membership of a given Multicast Group 
(characterized by its Multicast IP Address). 

The Airborne Communications Gateway listens to 
these advertisements and records the Multicast 
Groups that Host Computers on the airborne subnet 
belong to. 

On at least one of the Air/Ground Communications 
Networks to which the aircraft is attached, the 
Communications Gateway shall use IGMP to 
advertise membership of each Multicast Group to 
which its Host Computers belong. It does so using 
its dynamically assigned IP Address on the 
Air/Ground Communications Network. 

Pre-departure clearance 
(optional) 

Pre-departure clearance shall be obtained from the 
C-ATSU. 

Contract establishment 
by COTRAC  

COTRAC shall be established with the C-ATSU to 
obtain the trajectory information. 

G to A: CTC 

A to G: ACK 

D-OTIS information request The aircraft shall request D-OTIS information, in the 
"Update Contract" mode. 

A to G: ORQ 

G to A: OTD 

D-TAXI clearance request The aircraft shall use D-TAXI messages to obtain 
clearance for start-up, push back and taxiing. 

Aircraft taxi and take-off The aircraft shall taxi out and take off, exchanging 
messages with the C-ATSU through the subnet-to-
subnet tunnel. 

Contact with en-route authority The aircraft shall contact the en-route authority and 
shall establish new host-to-host and subnet-to-
subnet tunnels with the en-route authority, using the 
Internet Standard IKE. X.509 authentication shall be 
used. 

The IP address of the aircraft does not change. 

Logoff from airport authority The aircraft shall then log off its link to the airport 
network; the original tunnels will no longer exist. 
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Aircraft moves into a new 
sector 

The current VDL2 Air/Ground link shall be used to 
obtain the new voice frequency for the sector into 
which the aircraft is moving. 

Contact with next VDL2 base 
station 

The aircraft moves out-of-range of the previous 
VDL2 base station and shall make contact with the 
next one. The existing tunnel is maintained as the IP 
addresses of the aircraft and the C-ATSU have not 
changed. 

Contact with next network Later in the flight the aircraft shall log on to a new 
VDL2 Air/Ground Network and shall be allocated a 
new IP Address on that subnetwork. A local policy 
rule determines that the tunnels with the C-ATSU 
must be moved to the new Air/Ground Network. 
Therefore the aircraft shall use the Internet Standard 
IKE to establish new host-to-host and subnet-to-
subnet tunnels with the C-ATSU. X.509 
authentication shall be used as described above. 

Aircraft moves out of range The host-to-host and subnet-to-subnet tunnels which 
connected the aircraft with the previous Air/Ground 
Network shall be terminated either by an explicit 
logoff or as the aircraft loses contact. 

Aircraft moves into a new 
sector 

The new VDL2 Air/Ground link shall be used to 
obtain the new voice frequency for the sector into 
which the aircraft is moving. 

D-OTIS termination The aircraft no longer requires information from the 
original airport, so a termination request shall be 
sent. 

A to G: OTT 

Contact with next ATSU Later in the flight the aircraft shall contact a new 
ATSU. Therefore the aircraft shall use the Internet 
Standard IKE to establish new tunnels with the new 
ATSU (which has a different IP address to the C-
ATSU) over the Air/Ground Network. The IP address 
of the aircraft shall not change; the new ATSU is 
already aware of it following ground dissemination 
by the C-ATSU. X.509 authentication shall be used 
as described above. 

As the new ATSU concentrates all Air/Ground 
messaging in a single system that functions as both 
the Communications Gateway and as the end-point 
for application messaging, the second IPsec tunnel 
shall be established between the airborne subnet 
and the Communications Gateway itself. This is a 
subnet-to-host tunnel. 

Data Link Update The new ATSU shall send the aircraft a Data Link 
Update message to report the ground application 
addresses and any Multicast Groups that the aircraft 
should join when it is under the new ATSU's control. 
Receipt of this message is acknowledged by the 
aircraft. 
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When the transfer of communications is completed, 
the aircraft will send a CDA message to the new 
ATSU, following current practice. The new ATSU 
becomes the C-ATSU. 

D-OTIS information request The aircraft shall request D-OTIS information, in the 
"On Demand" mode. 

A to G: ORQ 

G to A: OTD 

Aircraft moves into a new 
sector 

The VDL2 Air/Ground link with the new ATSU shall 
be used to obtain the new voice frequency for the 
sector into which the aircraft is moving. 

Aircraft commences oceanic 
flight 

The aircraft shall contact the relevant satellite and 
shall be allocated an IP Address on that subnetwork. 
A local policy rule determines that the tunnels with 
the C-ATSU must be moved to the new Air/Ground 
Network, so the aircraft shall use the Internet 
Standard IKE to create a tunnel between aircraft’s IP 
Address on the SATCOM Air/Ground Network and 
the C-ATSU IP Address. As a new IP Address is 
being used, the aircraft and C-ATSU must re-
authenticate each other. Four messages are thus 
exchanged according to X.509. 

Aircraft leaves terrestrial 
network 

The aircraft goes out-of-range of the VDL2 terrestrial 
network, so shall either explicitly log off from that 
network or shall lose contact. Either way, the old 
tunnel shall be deleted. Only a single tunnel between 
the aircraft and ground subnets now exists, via the 
SATCOM Air/Ground Network. 

Aircraft ceases oceanic flight Later, the aircraft moves into the range of a VDL2 
base station and shall be allocated an IP Address on 
that subnetwork. The aircraft shall use the Internet 
Standard IKE to establish new host-to-host and 
subnet-to-subnet tunnels with the C-ATSU. X.509 
authentication shall be used as described above. 

Aircraft approaches destination The aircraft shall commence the standard approach 
procedure. This may be done by datalink in future. 

D-OTIS information request The aircraft shall request D-OTIS information, in the 
"On demand" mode. 

A to G: ORQ 

G to A: OTD 

Aircraft commences landing The aircraft shall commence the standard landing 
procedure. This may be done by datalink in future. 

D-OTIS termination The ATSU shall note that the aircraft has landed and 
shall automatically terminate the D-OTIS service. 

G to A: OTT 

D-TAXI clearance request The aircraft shall use D-TAXI messages to obtain 
clearance for taxiing. 



The Future Communications Infrastructure - Concept and Transition  

 

Version: 1.0 Date: 22-Jan-2007 Page: 50 

Aircraft shutdown When the aircraft reaches its stand it shall logoff. 

 

 

5.2 Case 2: AOC Messaging 
Action Communications 

Network registration Network registration shall take place over the WiFi, 
typically using DHCP. 

A to G: DHCP Discover 

G to A: DHCP Offer 

A to G: DHCP Request 

G to A: DHCP Acknowledgement 

The aircraft shall be told the of the IP Address of the 
default router and the IP Address of the nearest 
DNS Server. 

Data Link Initiation Pilot Login message 

AOC Communications 
Establishment: 

DNS Lookup (optional) 

The aircraft determines the IP Address for its AOC. 
A DNS lookup may be required. 

A to G: DNS Request 

G to A: DNS Answer 

Subnet tunnels established The IKE is then used to establish an IPsec tunnel 
between the aircraft subnet and the AOC’s subnet. 
Authentication is done using X.509 certificates. Four 
messages are exchanged in order to complete the 
authentication between ground and aircraft. 

Communications Advisory 
message 

A to G: The Communications Advisory message is 
sent to the AOC to confirm the binding 
between the aircraft and its Flight ID. 

G to A: ACK 

DCL received The aircraft receives departure clearance from the 
controller. 

G to A: UM73 

A to G: DM0 WILCO 

Aircraft taxi and take-off The aircraft shall taxi out and take off, exchanging 
messages with the AOC through the subnet-to-
subnet tunnel. 

Contact with next VDL2 base 
station 

The aircraft moves out-of-range of the previous 
VDL2 base station and shall make contact with the 
next one. The existing tunnel is maintained as the IP 
addresses of the aircraft and the AOC have not 
changed. 
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Contact with next network Later the aircraft shall log on to a new VDL2 
Air/Ground Network and shall be allocated a new IP 
Address on that subnetwork. A local policy rule 
determines that the tunnel with the AOC must be 
moved to the new Air/Ground Network. Therefore 
the aircraft shall use the Internet Standard IKE to 
establish a new subnet-to-subnet tunnel with the 
AOC. The IP addresses of the aircraft and AOC shall 
not change. X.509 authentication shall be used as 
described above. 

Aircraft moves out of range The tunnel which connected the aircraft with the 
previous Air/Ground Network shall be terminated by 
either an explicit logoff or the aircraft losing contact. 

Contact with next VDL2 base 
station 

The aircraft moves out-of-range of the previous 
VDL2 base station and shall make contact with the 
next one. The existing tunnel is maintained as the IP 
addresses of the aircraft and the AOC have not 
changed. 

Aircraft commences oceanic 
flight 

The aircraft contacts the relevant satellite and shall 
be allocated an IP Address on that subnetwork. A 
local policy rule determines that the tunnel with the 
AOC must be moved to the new Air/Ground 
Network, so the aircraft uses the Internet Standard 
IKE to create a tunnel between the aircraft’s IP 
Address on the SATCOM Air/Ground Network and 
the AOC IP Address. As a new IP Address is being 
used, the aircraft and AOC must re-authenticate 
each other. Four messages are thus exchanged 
according to X.509. 

Aircraft leaves terrestrial 
network 

The aircraft goes out-of-range of the VDL2 terrestrial 
network, so shall either explicitly log off from that 
network or shall lose contact. Either way, the old 
tunnel shall be deleted. Only a single tunnel between 
the aircraft subnet and the AOC now exists, via the 
SATCOM Air/Ground Network. 

Aircraft approaches destination The aircraft shall commence the standard approach 
procedure. This may be done by datalink in future. 

Aircraft commences landing The aircraft shall commence the standard landing 
procedure. This may be done by datalink in future. 

 

It is assumed that there is only one Airline Operations Centre and that the aircraft will 
have been configured with all it needs to know about the Airline Operations Centre. 

 


